TEE RAGY B RINT gunknh meens
RASTER BEPY B N1 AEREN FRARD

DI RECTI VES DI VI SI ON' MASTER COPY February 10, 1981

NUMBER 5100. 76

USD(P)

Department of Defense Directive

SWBJECT : Physical Security Review Board

Ref er ences: (a) DoD Directive 5100.76, “Physical Security Review

Board, " May 17, 1977 (hereby cancel ed)

(b) DoD Directive 5025.1, “Departnent of Defense
Directives System " COctober 16, 1980

(c) DoD Instruction 5100.84, “Physical Security of
Sensitive Conventional Arns, Ammunition, and
Expl osives at Contractor Facilities, " September 23,
1980

(d) DoD Directive 5210.41, “Security Criteria and Stand-
ards for Protecting Nuclear \Wapons,” Septenber 12,
1978

(e) DoD Instruction 7730.12, “Notification Procedures
for Accidents and Significant |ncidents Involving
Nucl ear Weapons, Reactors, and Radi oactive
Material s (FOUO) ,“ August 1, 1976

A REISSUANCE AND PURPOSE

1. This Directive reissues reference (a) to continue, in
restructured form the Physical Security Review Board, and nodify the
reporting criteria previously set forth. It outlines the authorities,
responsibilities, and functions relative to the formulation of world-
wi de uniform policy, standards, and procedures for the physical secur-
ity of nuclear weapons, devices, reactors, and materials, and
conventional arns, ammunition, and explosives in the possession or
cust ody of DoD Conponents.

2. This Directive also authorizes the issuance of DoD Manual

5100 76-M “Physical Security of Sensitive Conventional Arns, Amu-
nition, and Explosives,” and appropriate supplenments, consistent wth
the requirenents of reference (b).

B. APPLICABILITY AND SCOPE

1. The provisions of this Directive apply to the Ofice of the
Secretary of Defense, the Military Departnments, the Organization of
the Joint Chiefs of Staff, the Unified and Specified Commands, and
the Defense Agencies (hereafter referred to as “DoD Conponents”).

2. Its provisions enconpass any DoD Conponent assigned worl dw de
that is involved in the procurenent, shipnent, storage, inventory con-
trol, disposal by sale, or destruction of conventional arns, smmuni-
tion, and expl osives.
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C. DEFINTIONS

For the purposes of this Drective, conventional arns, ammunition, and
expl osives are defined in DoD 5100 76-H Nucl ear weapons, devices, reactors,
and naterials are defined wthout qualification.

D. POLICY

1. The security of nuclear weapons, devices, reactors, and materials and
of conventional arns, anmmunition, and explosives is of grave concern to the
Department of Defense because of the potential this material has for jeopard-
i zing the safety and security of personnel and installations, worldw de,
especially if nuclear material were to be obtained illegally by subversives,
terrorists, or other crinminal elenents.

2. Al Doll Components shall assure the safeguarding of nuclear weapons,
devices, reactors, and materials, and of conventional arns, amunition, and
expl osives by judiciously inplenenting and nonitoring physical security.
measures, using practical cost considerations.

E. AUTHORI TY AND RESPONSIBI LITY

1. The Deputy Under Secretary of Defense for Policy Review (IMSD(PR)) is
the senior DoD official having authority and responsibility for the establishment
of uniform DoD physical security policy.

2. Under the DUSD(PR), the Director, Security Plans and Prograns, shall
devel op policies, standards, and procedures governing the physical security of
nucl ear weapons, devices, reactors, and [aterials, and conventional arns,
ammunition, and explosives, and for their effective and uniform inplenentation.

3. To advise and assist the DUSD(PR), the Departnment of Defense Physi cal
Security Review Board (hereafter referred to as“the Board”) is continued.

The Board shall be conprised of the Director, Security Plans and Prograns, as Chair;

the Deputy Assistant Secretary of Defense (Supply, Mintenance, and Transpor-
tation); the Deputy Assistant Secretary of Defense (Reserve Affairs); the
Deputy Assistant to the Secretary of Defense (Atom c Energy); and a Deputy
Assi stant Secretary, or equivalent, designated by each of the Secretaries of
the Mlitary Departnents.

4, The Secretaries of the Mlitary Departnents, the Chairman, Joint Chiefs
of Staff, the Directors of the Defense Agencies, and the Assistant to the Secre-
tary of Defense (Atom c Energy) (ATSD(AE)), or their designees, shall, as
appropri ate:

a. Provide the Board with threat and incident infornation as required,
reports of survey or inspection when security weaknesses or potential weaknesses
are indicated, and other assistance necessary to its assigned functions.

b. Provide qualified personnel for task-groups when requested by the
Chair, Physical Security Review Board.
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c. Assure that contractual requirenents provide for the protection of
conventional arns, ammunition, and explosives in accordance with DoD Instruc-
tion 5100.84 (reference (c)).

5. The Director, Defense |nvestigative Service (DIS), shall assure through
an inspection programthe safeguarding of conventional arns, ammunition, and
expl osives that relate to contract performance and that are in the possession
or custody of DoD prime or subcontractors. In the case of government-owned,
contractor-operated facilities, the head of the owning DoD Conponent may el ect
to assume this inspection responsibility by formally notifying the Director, DS

F.  FUNCTI ONS

1. To discharge the responsibilities assigned herein, the Chair of the
Board shall, in addition to the authority and responsibilities set forth in
E.2. and E 3.:

a. Preside at PBoard neetings or, in his absence, designate a menber of
his staff to act on his behalf.

b. Determne and conduct the necessary staffing required on natters
referred to the Board.

c. Establish and direct the activities of task groups fornmed to
address specific physical security matters.

d. Establish or naintain a systemto provide the DUSD(PR) and the DoD

S
Lo Conponents with current information on physical security nmatters within the
Board's jurisdiction.

e. Establish liaison with other governnental departnments and agencies,
i ncluding the Departnents of State, Justice, Treasury, Energy, and Transporta-
tion, and the Nuclear Regul atory Conmm ssi on.

f.  Perform other functions wth regard to physical security, as
assigned by the Secretary of Defense.

2. Under the policy direction and,program gui dance of the Chair., the
Board shall:

a. Convene on call of the Chair.

b. Determne the need for uniform policy, standards, and procedures
for the physical security of nuclear weapons, devices, reactors, and materials,
and conventional arnms, amunition, and explosives, and take steps to establish
them Al security matters involving nucl ear weapons, devices, reactors, and
materials shall be devel oped in coordination with the ATSD(AE).

c. In collaboration with other DoD offices, when applicable, survey
and evaluate activities to determne conpliance with security standards and



procedures for the protection of nuclear weapons, devices, reactors, and
materials, and of conventional arnms, amunition, and expl osives.

G | NFORVATI ON REQUI REMENTS

Under the provisions of E 4.a., the DoD Conponents concerned shall:

1. Submt semiannual reports to the Chair, Physical Security Review
Board, covering the periods January 1 through June 30, and July 1 through
Decenber 31, and include, as a mninmum all instances of thefts, |osses, and
recoveries of conventional arms, ammunition, and explosives, wth a summary
of the circunstances in each instance; appraisal of the current situation; pro-
gress on security neasures; budgetary actions taken and planned; and problem
areas. Reports shall be due by the fourth Monday of the nonth follow ng the
close of the reporting period. These reports concerning conventional arns,
ammuni tion, and explosives shall be identified with Report Control Synbol
DD~POL (SA&AR) 1358 .

2. Al reports pertaining to nuclear weapons, devices, reactors, and
materials shall be submtted in accordance with DoD Directive 5210.41 and DoD
Instruction 7730.12 (references (d) and (e)). The ATSD(AE) shall advise the
Chair, Physical Security Review Board, concerning incidents involving the
security of nuclear weapons, devices, reactors, and materials.

3. In addition to the reports required above, DoD Conponents shall submt
to the Chair, Physical Security Review Board, a report of all significant
i nci dents pertaining to conventional arns, ammunition, and expl osives as soon

as possible after they have been discovered, with followup reports as required.

Quidelines to determ ne what constitutes a significant incident are set forth
in DoD 5100 76-M

H  EFFECTI VE DATE AND | MPLEMENTATI ON

This Directive is effective immediately. Inplenmentation shall consist of
the required reports in subsections G.l.and G 3.

rank C. Carlucci
Deputy Secretary of Defense



